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INTRODUCTION 

• cyber security - the state of protection of the interests of individuals, society and the state from 

external and internal threats in cyberspace; 

• cyber security incident - an incident that led to interruptions in the operation of information 

systems in cyberspace and (or) violations of the openness, integrity and free use of information in 

them; 

• cyber security object - a set of information systems, including important information 

infrastructure objects, used in activities to ensure cyber protection of information and cyber 

security of national information systems and resources; 

• cyber security entity - a legal entity that has certain rights and obligations related to the 

possession, use and disposal of national information resources and the provision of electronic 

information services, information protection and cyber security. and (or) an individual 

entrepreneur, including subjects of important information infrastructure; 

• cyber protection - legal, organizational, financial and economic, engineering and technical 

measures aimed at preventing cyber security incidents, detecting and protecting against cyber 

attacks, eliminating the consequences of cyber attacks, restoring the stability and reliability of 

telecommunication networks, information systems and resources, as well as a set of cryptographic 

and technical data protection measures; 

• cyber attack - an action that threatens cyber security, carried out intentionally using hardware, 

software and software tools in cyber space; 
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Therefore, information sorting is becoming more complicated, and it is not always possible to 

protect against harmful information. In simple interpersonal relationships, dangerous information 

can cause sharp conflicts. Now, when considered at the scale of organizations, agencies, and large 

state structures, the issue of information security acquires an important social and political 

significance. 

MAIN PART 

        Taking into account the wide range of tasks assigned to state authorities and management 

bodies in the main areas of activity, it is very important for them to properly organize the process 

of providing them with the necessary information. Because this allows state bodies to be provided 

with complete and reliable information on ensuring the rights and freedoms of citizens, the legal 

interests of society and the state. 

        In this regard, international standards have been developed on how to ensure information 

security for government bodies and various other agencies and business activities. 

         ISO/IEC 27001 is an international information security standard jointly developed by the 

International Organization for Standardization and the International Electrotechnical Commission. 

The certificate includes information security requirements for creating, developing and 

maintaining an information security management system (ISMS). 

        ISO/IEC 27001 is one of the most popular standards in the world and meets the requirements 

of information security management systems (ISMS). What is information security management 

systems? BIS is a systematic approach to managing confidential information in a company so that 

it is secure. This mechanism helps small, medium and large enterprises to ensure information 

security. 

        According to data, since 2005, more than 25,000 companies worldwide have received 

ISO/IEC 27001 certification. 

        Such certification is a useful tool for building trust. That is, the activities of the organization 

that has received such a certificate, the information and information it provides and distributes are 

undoubtedly considered reliable at the international and local levels. 

· assessment of the risks faced by the organization (threats to resources, their vulnerability and the 

possibility of threats, as well as determination of possible damage); 

· compliance with legal, regulatory and contractual requirements to be fulfilled by the organization 

itself, its business partners, contractors and service providers; 

Forming a set of information processing principles, goals and requirements developed by the 

organization to support its activities. 

· protection against unauthorized access to systems (NSD); 

· including internal protection against unauthorized access of the organization's employees; 

· authorization and authentication; 

protection and integrity of data transmission channels; 

· ensuring the relevance of information when exchanging information with clients; 
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· electronic document circulation; 

· management of information security incidents; 

· business continuity management; 

· internal and external audit of the information security system. 

       The certificate of compliance with the requirements of ISO/IEC 27001:2013 of the 

information security management system is the only generally accepted confirmation of 

compliance with international requirements in world practice. 

        Organizations with this certificate will have uniform requirements for ensuring information 

security, and mutual cooperation between management and employees will be established 

correctly. The trust of partners and other interested parties increases in organizations that have 

established an information security mechanism according to this certificate, which acts as an 

impetus for international recognition of the organization. 

       Another important aspect is that the company's opportunities to participate in large state 

contracts will expand. 

CONCLUSION 

       In general, the concept of "Information protection" itself is interpreted by the international 

standard as ensuring the confidentiality, integrity and availability of information. The basis of the 

ISO/IEC 27001 standard is the information risk management system. Such a risk management 

system provides guidance to organizations on which areas of information security to focus on. In 

short, the organizations that have received such a certificate are the organizations that work most 

correctly with information. 

        The certificate is an important recognition for many companies, ministries and agencies. 

Usually, this group includes, for example, service providers, insurance companies, banks, 

telecommunications companies, IT companies, etc. But it is important for state bodies - ministries 

and agencies to have such a certificate in the current conditions to ensure information security and 

gain trust in relations with citizens. For this, of course, the work of state bodies must have been 

open, transparent and fair, this has been recognized and the society has fully felt it. Only such 

bodies are considered worthy of ISO/IEC 27001. 

        Laws on information security in our country "On principles and guarantees of freedom of 

information", "On information provision", "On electronic digital signature", "On electronic 

commerce" and there are several legal documents "On electronic document circulation", "Cyber 

security" and other similar legal documents, which are important normative legal documents in 

ensuring information security. 

        In addition, legal protection of information security not only by national, but also by 

international norms, obtaining international certificates, mastering international standards is the 

most correct way in the current conditions. 
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